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(54) MICROPROCESSOR AND DATA PROTECTING METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To make contexts 
switchable by transfer of cipher data minimally 
necessary for maintaining secrecy pretection under a 
multitasking environment. 

SOLUTION: This microprocessor has a command 
deciphering part deciphering an enciphered program 
using a first cipher key (a program key), and a data 
enciphering/deciphering part enciphering/deciphering 
data executed by the enciphered program using a 
second cipher key (a data key). A key pair managing part 
of the microprocessor has a key pair table storing the 
first and second keys in pairs. Tags specifying the key 
pairs are stored in a register file together with data 
related to the executed program. When a new program 
key is provided, a data key generating part of the key 
pair managing part generates a data key for 
enciphering/deciphering data executed by a program 
deciphered by the key. The pair of the keys is stored in 
the key pair table as a new key pain 
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[ Ri] ^/^fxfmmTX', fflSBWS&>VHftz.& 
I #P«fc^ai ^^n^n -fey -^H, Bf^bS *tfc7° 

H*-T5 x-* <t ir t fcv i?x * 7 r -f Mz&ttt+& . 
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& . m2 (OHt-§^fflv ^xvmit/mfHt-rz 7—9 m 
wm^m^m^i. iff —9 m^-/m^-<&mm-& 

xmft&ttT-pzffe^it/m^ik-tztci&c)^ <d 

o-7°n ^7 ^ {c^v Mb ix-c v v5 ^rsb*»^r ©Mffllf?* 

[ t»*^4 ] flWESfi <0Ctt»«tt» itu§E3?l ©«: 
SS2 1 *tt »JEE-Cliii«-Jt-C«rtfrt-5 ^ t £4«m 30 

[ BWt^s ] mne^i ©KttWKtt, mrSESSi 
>-tV ? * £ , HfiflE^2 <£>®<£m' yf? ^ ^ i: £-<T 

«S:fil3'JClft(IW-5 OSttZ. t *¥mt ~t 

Z> flWBSl KflE«M>-^ * n 7*n -fey HJ- 0 
[ tt*3S6 ] tfTB&^vf * o 7°n -fey h^H:, mrfE®2 © 
iE«SB«*si tf353 0fBtt«$fc&iK3 ^ey T;!>' 
-t:;*gB££ ib fc^TL , 

^ss- x-^ eat *y w-rs r t * w&t 



) «0 0 2 -1 40 2 3 6 

2 

&<D-v( 9 a -t y -y- 0 

[ w*Ji9 ] HtrtES3 ^msmn^sss^m<T<om»i 

^2 Wl^O^T^^n -fey *©«HSMtT?Bff#ft:U T*&#3 

i"S S»JftS2 l-IEttW-v-l' ^ n -7°n -fey iJ- D 

[ W#J5l 1 ] Bff^fbSixfc^n^A^SBi ©ttt? 

i^s'j^{-a^v^THfnEm2 (Dmzmz-tiii,. wm^r-* 
x—^ #Mflw * y a »e> K^wu -c , fifjiEi^ij 

I4» WIE^l co^t ^2 co@i: Sri »i ^JCTiBSSlft*- 

(D4ls^y??.t$:<<Tlcl,xmM-Z>*7 L -y7'$:'£& 
[0001] 

[0002] 
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-fe;* ©Mttfci? oiill * ? (DWrrmm. 

[ 0003 ] S?, tiS¥tli, <SS$S*£%;L5 -hT\ 

«9KFixTv^^ , ci^?At4, mm&mm-rzi&xn 

&5 Aas x ^roHfttii: £ n$ -si 

[ 0004]; tUb^n j/y ^^S^HfrrS fc*5> 

T"Cfc5 (David Aucsmith et.al; ^Temper Resistant 20 
Software: An Eiplenentation' ' , Proceeding of the 1 
996, Intel Software Developer's Conference),, ZLfrl 
14, yufyA.?)— «5*>5VM4^8RS:Bf^fbb-CEffi- 

■tz>8iffix~hz> 0 

[ 0 0 0 5 ] Lt5>U »?y^7h ^xTMli, & 

■t-y-y-\c£^xmft'*imx'3bz>y.±, 7*7=7 j*<nmh 30 

I 0 0 0 6 ] V7h ^^TICioTBt^- ffl#flSSrfTft 

n^n-feyiHcrtjgL, I'i-LfcT'D^^^^P 
7°o -fey -tJ-rofl-gfo^f, 1 v ^ -lrog»ifc 40 

•So ^tufjli, Hanpscn{e±&*IS4#1^4,47 ( 902-^\ H 
art3tanW*|l#?Fg?5,224,166-*5\ Eavisro*B!)#ff^5 ( 
806,706-5§\ TakahasiCO^Hit#W : ^5.825.878-§-, Leonar 
d et.al^^S^ffSe.OOa.l^, $#Bfi 2 Pll-282756-5§- . 
tei?iCffl7]k£tiX\s^„ 

[ 0 0 0 7 ] W ? n 7u -fey lH£llt#/«#*Jia«fB 
£ ftMtZ jf7&Z.W®Ltf}t£^ t 14, T^^uyn -fey D- 

i>K %^a»»e> 4feaftc:iBiBE3 ttmx&w 



) #Bf!2 002 -1 40236 

^ n^o-fey-^fcrt^-frSo T'o^Ali, fciraili 

7°n^A^y-(cj;i5 , mwm&m 

ny-n-fey-^(cga*$tt6o r©4:# s IfrgttSr, /a 

-fey WW&mzttfc-tZteffimxZ b \^mfLX7 

I 0 00 8 ] Z<n®MlZ£<Q „ 7D^7A@ffe^i 

mx-mm-tzz. tt^m^M . ^o*fTii@^®r-fe 

[ 0 00 9 ] L/4^b, Bf#7 p a ; /7-^*llffi--5rtte) 
^xT^ay*n-fey-9-{c«, *#fcraJHj&asfco;fc 0 -t 
rttib^"r^n7 p n-fey-^«, ii^, -?>V^?7, 

rosj £1^5) ©fc t T-^ffl^ ttsr i:T*fos 0 -r/w 

5 mrFV^-( 9 a -fey -p* J-f5 - i: T% ffiR 
• ^-Yy^©iiiS^*3V>T, OSfi, T'ci-fey-^© 

n ^7 At , z<n$mvinfc±xfmf& tiz *5*n*s* 
[0010] z©rasjc*fu-c. ^*s^»4^^«? 

*JRSrfl36LTV^5. #M¥JiSll-282756-§- 

fcidy'n -fey i>-rtfcawte> ttfceHe^ ^ey 

*»L^SP>, II]— (D7o -fey -9-T- ; !S^COy*n M^fffe 

[0011] ^fFU«S^2 000 -1 3 50 

1 0 ^BKBS^SixSSflfWi, ayf^h • ^.-T 
y ^-Sr^^— K 7i7f^^\ ^rcoi: ^ leu v?* * 7 r 

ZirlCtt). t^-7-fV^- v//fAW7 , D^7 
A©aEfT*MBS:l»ELT«r^. ^Hlei!? , > ^ey [eii 
igb fc^n -fey ^(D-mrym&ffiffi^ X®&¥-9 
r 4: liBf-^^ieEili: , Rf q&u 

[0012] 
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[0013] fci;t^niryih6Mc«a©rt«IU' j ey 

&&<>m&. '&%<Dtmx^ * ^y ro-r^TSr^sr- 

[0014] ^C§SCDdr-y y • ;>< ^E-y Srffo^n -fe 
a-fe;*- t?jT&b\fr.&). 

[0015] La»L, r.©3WfeSr**filwigffl-f-5ii:H: 

-try -y-^rOt, co^n ±x*!&7g.-tZ>WM : ?-*m Z. t 

■f S tm*Sr ^oi LTt>, 7*n -fc;* «giKF-a S;*--^ - 
T-^^if- ~>*7"AcDW§Tf-feS&Lk, ^-^u— 7V 

[ 00 16] S2 roPrimSte. = VT^f^ h C0^-f y ^ 

v^ofcadafbssa^ixsas, #fptu®#-§-m2 ooo- 

1 3 5 0 10 ^$g(-Ba^ tu5 SWT*(4. Uv'^.iS'^ 

r /KB rtJSEiS^-C HSU tg»£ tt5 „ 

[ 0017] *38W©SBi coBftfi. 7*n^9 

[0018] &&W<Z>f&2 -^/^^x^^ 
[0019] 
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fcfetC-^-r ^ n 7°ci -fey iJ-^^g-f-^ ^-^^( £52 CO 

10 L , »l ©«^*tJS-i-S 212 cD&SrdfcfiJt-rS i 

^ix5>©«©«*-&ia*^itLTaB8iJ^*-^*.S. ^l 

cOHi: ^2 cog|(4, ii^Ti: LTi^Tf- ^KcS^ 

20 ^{'is&s-tf.s,, wmz titer-? \ztt-rz>T? 

(Dy 1 -? (Dim* . 

[ 0 0 2 0 ] r <D£o ^^SrHa-rS^ftfc, 

50 ?g2 (omk-<T{c^xmrr?>'m <omm&<. tut x. 

[ 0 0 2 1 ] 7°n^7 A^i: T'-^licD^Ttt^-BI^C 
fi. fi^TSr^d -fey *»cH*OSflNt^«f#fkb fc» 

5 ^ #7^-^ t jfef+f 5 r i: lei o T , Btf 

[ 0 0 2 2 ] «F#^t7*n^5^S:ta#i-afci{>©7*Bj/ 

50 <k-tZ>tclb<D7 :! —'5'm&£j8.-fZ>o Z<D£o (CLT^fiS; 
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[ 0 0 2 3 ] ^ a -Tu -fey if (4, S^Ufff©^ 
if 7 J* (CfflV Mb ixTV V5 W^J&^T OT!&giJT-T-$>-5 , 

Uv^*) Sr^"-rs 0 -7v?7J»1fi. =>-— if*— KT-H 

^■r^wffilcW #*>5 0 ' ixlci 9 , j.— if*— K 
tfX/pj/^i: , W) 5i*«Da7'n^5Ai:SrWfllHcK 

■tf *~k <wp 77 a kj; o t^2 <o%£m.mmz.totbb 

[ 0 0 2 4 ] gi^Tx— :7*/W4, 111 CD&( ^d^A 
») i: gJ2 ir—?M) «rl *fl ^T-<T^U 

[ 00 2 5 ] £>5VM4, f^T^— ://H4, Hi (OgiO 
-C ^ * £ , ^2 colffitfM >"ry ?*h& Hotter 
T*Mfrt-5#fia*MWBWi: , SSi om&fflM 

mi fcJ: u^2 <omi. J-yryir* \z.£ o r iSjfe* 
S d i: jufcS <DX\ tit x. f4\ -^A^ ^ y S*TT\ 
|i5]b T>t o<d:/p ^7 ^ tC*)-L ft 

[ 0 0 2 6 ] W * n ;/n -fey ^ 2 OfEltffi^i: 
SS3 ©flB«»*fiKSSttS *V5^« *!J -fe:*g|5£:£ <b l£ 

[ 0 0 2 7 ] -v-f p y*P -fey If (4£ fc, ^2 <£>fiEtI^ 

I 0 0 2 8 ] lOi^l^ «^TSrWxW5B6giff*, 
^ p -fey if f* — ^ icWxSL . -r— ^ te 

[0029]g2 CfSttffltKM:. y A*>&. 

9 , y T-p^^AtcBiig-rs^— , * 
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*-k T'o*as>asfta$ n> M3 flsnmtoi^Bbtt^T- 

-tt£t>*>* WD i&*«^«Hc, ^2 IEti^rt{cfoS^ 

[ 0030 ] *^^0D^rrote(Oi|#m. ^*fi. KATOf¥ 
[0031] 

i &W(omM(Dmn] <mi M^iexa^&isii 5 

p-irs/1fSrtft^-r5o ^Wfw^JVT, ^^n/nt 
s/lfte. BS^^p^7ASr^/i^^^^^TT?Htf 

[ 0 03 2 ] El K4, 

^n7n -fey if l 0 1 (7)^tg«fi8;Sr^-r^D y ^ it* 
■5„ ■v-Y^PT'p-fei/ifl 0 1 7°Pi/7ASr^fTi- 
20 5'7 , 'P-fes'if- 37201> 7°n^7^^^iJSr— B# 

tfjtc&^rrs-fft^r^-;/ o i , r co7°Pi/7-Mc 
VXyu±v^TiZiM^Z&&U%-tm&5 0 1 , 
1 h , SI^T^SaS? 0 1 irtti. • 

[0033] ^ffi^aai5 o i ^jau>T. 

r *gmm out r co-ya yyj^mt mt&i 
Mi ttfcx^T\z\^xmtrfZ>m<<T ; T-y'/i'&ft-tz> 

[ 0034 ] T-n-fej/lf • 37201 {4, ->^r- 

Al/^^2 10t, Uv?^^7r^f/^2 3 0 Sr-g-tfo 

40 v 5 ^^7r-f/K4. 7°p^7 A^— ^fcSVM4*agx— 

[ 0 0 3 5 ] ^ ^ n 7°p -fey if 1 0 1 te£ t> 7*n 
-fey if. /^10 2> -Y^7i-^10 3 

SrWb, PT'n-fey if»^|Fi5(Cfe5^ *y 

-fy^7i-^10 3S:^LTi 

[ 0 0 3 6 ] 7°P-fey if • 372 0 1 „ ^ty>a 
3 0 1, 7 s — f • dr-V y ->3.4 0 1 14, Ell ld*5V "'TfiS 
50 fc04 T-7F$ ixZ> (S^IS^tCfcS „ •v>l'^B7*o-t 
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5/tioi <D®mm%.\ o 4 »4, ^aifo-sv^ios*^ 
ttttr»o &^ns„ ummmi o 4 ^su-? 

14, SBi-^^-^tt^iWfldFtbT^*. {fc&ffi 

5 i: # lct4iSKMg-5§-fcg|55 0 1 TMfrlUte t 1 -* £ 
L TWEW&SftS £ * Ktt, 7^-* flf5tt-g-fltf|S6 0 1 

So 

[0037] _ba&Lfcj;3 ic, ®i mffi&n<w\mt l 

J&tS *U ^ntyt3 720 1 rtOW-^ 

7,^yy^)V1 3 0 I'^^ixS,, 

[ 0 0 3 8 ] 1212 *3<t tflH3 t4, ^^n/o -fey iM 

o i (vmm&ft'Dttfrtemi&m-to 

[ 00 3 9 ] £1", IH2 iZTrrmo ^r^T'S 2 1 
T\ W^c^ntj'tl 0 1 O^gR^^-y fC^S 

14, v'^. fJ»u-^^ icgi-^T ;/ nrv ^-5 

OT, r W^i/(cS<3V^*a-5c.i:/65-c-#5o El 2 

^TWSgRco^^Tx— •T'Vwd^ ^ ^ # 1 ic 

[ 0040 ] *7"y :7°S 2 3 iC^i-i? «■§- 

T, ^i>7.^y r ^jvi 3 o (c*&iprt$n5 0 

[ 004 1 ] &(^^s/7°S 2 5 {C^-Ti 5 l^v 5 ^. 
9yy4 /Wt—# tzAy^—^ $-r-y 4 0 1 

[ 004 2 ] MIC, *7"y ?*S 2 7 K^rfiS - 
( iS&£-tir£) „ 

[ 0 0 4 3 ] H13 14, i^S^f^OKJIMQsB^a 

r# tut, *y a»e> flHWb* *i 

X— ^ -V y 4 0 1 JC^-V y >^ -TS „ 

[ 0044 ] *-r y 7*S 3 3 \Z.7frf£? (£, 7*— 

*3r-Vy ->^-4 0 1 ±£0^5:^— ^SrU-i^^^^r-l'^ 
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2 3 0 -tLT, J^y ZfS 3 5 lC^-T«t9 
[ 0 0 4 5 ] E14 A^Sll 1 14, r <D&? /i^5r=fT/«c 

^ ^^DT-o-fej/iT-i o i (D&ffif&mm(Dmmmx'ib 

[ 0 0 4 6 ] HI4 (4, T'ntj't- =3 T2 0 1 O^f 
ffifi5c^JS:*-r o WT«0tft§^(CioV^T(4, MIPS Ifedmolog 

<t •? Jr^(CI4, -fey -9-wxs°^r y°y 4 ^m®. 

^COV^-C^4, MIPS TsdmologiesttOR 3 0 0 0 ^(©t> 
W5r, ^Ti-fe-yh (z:o^Tf4, Mus-i/i v N L 14mips-iv 

ffi^ffl^TMIPS Ttechnologies %t«07°a -fey -^(cpg^-T6 
t>CC>T-i45iV''„ 

[ 0 04 7 ] /£*5, 1I4 ©T'n -fey a7201©5 
oro/-?-f 7 P 7^Ci^.^'7 i — v^I F ( instruction fete 
20 h) , R F ( register read) , E X ( execution) , M 

EM( iroiTQry access) N WB ( write back) 5r^StC 

[ 0 0 4 8 ] ^nir^/i^* 372 0 1I1 ^rAl/v/ 

*$7t 4/^2 3 0 t, Sl»a52 5 0 t, J^V T?± 
^^52 6 0 Sr^atfo 

[ 0 0 4 9 ] v^-t^Uv^^ 1 0 J3\ MIPS R3000^ 

mMfc<T9if- L^^2 1 1 ^fx.5o "t*fc>%. 
^&St-<T^>/- ^^^2 1 1 tt, ^ffi^T^O^ 

[ 0 0 5 0 ] ^7x^/f- ^—^2 2 0 tt, 
^jU^r>v^2 2U, ^y77 2 22t, ift^J! 
fT»§|52 2 3 £^tr 0 ^^^T^JfflI$(52 2 3 <D$m<D 

40 ^Sr^^V^r2 2 2 r ^i$r^ 

[ 00 5 1 1 ^1 jUfeJBffi-eW:. ^^r-y ^ ^3 0 1 
l i o<lfci^?>ixs 0 

[ 0 0 5 2 ] U^#7r-f^2 3 0 ^Uv?7?2 

3 1 |C*3V^T, U^^t*— ^«52 3 1 -1 fctfcfC, 
^W^Wmste^V*? ? ?®>2 3 1 -2 £r£fo 0 U 

50 ^^^^952 3 1-2 tt % ^cOU^^fd&^^tLfc 
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[0053] ^mn^y^y^xDRF ( Uv?^« 

y — K) 7x-XT'lt Uv^^t^— ^gfl2 3 1 -1 <D 
rt^^^K- ^^2 4 0iC, U^^^^2 3 

i -2orts^7yK^^- ^2 4 i fcg^n 

[ 00 54 ] £ffi^K£«S2 5 0 tt % ifitf*|SfT' V ^ 

»w»3is»s«fB2 5 o tt. m%<Dmnm 

^) 251 OftH^ ^:t^>K^W£SP2 5 2 ?: 
H15 5 8d^^9^KO*^*Jj£ 

g|52 5 2 H\ ^<rt, gg^)^7>K 
^frHTOSttfc^^Ofla, &&xm9Ufr<T- i?if<D=*r> 

o 0 mmnmm*. msmmm. 2 3 a»&^¥ijj£aB2 
231-2 a^xasj-iSo aft<oiew*^T- ^ 

«\ ^fi^l/^7#2 1 0 coH^Si^T- 

^2 11 ^e>A*$jx5 0 ^¥U&gi$2 5 2 Wot 

^(Dl&Sko)*?— 9 m -tfvH- • /^2 8 0 

^ iie*o»<T- ^asy ^2 s 1 (c 

[ 0 0 5 5 ] f ^ey T^ir^g[52 6 o'tt. -ffr^Hfiv^V 

ff^g-m, * -=ey r^ir^^2 6 o ja % jI^otk 

Sf3W»2 6 1 OfftfC, 7 f -^(EaS^^*J^«fB2 6 2^S 
-T£o ^^-y 7^ir*SF|52 6 0 fi, ^ • 
4 0 1 ^<Z>tt**#g3fttfV*7,* — 9 t It, 7Kl^^ 
ff»a52 6 1 T'^fcxW 7 • TK^^^Mt, 

coffin v^^^^b^tH-r^ 0 x-* teas* ^ws: 
%, ^m-r^7-9^m^titz9if<D^ *3«tt«e» 

i-imie*«s#aBf*xtf. -tojesox-^ asy if^h 
• /U2 8 0 ^ ^(om^r • ^asy uvu* 

^^2 8 1 [cB^ixSo 

[ 0 0 5 6 ] m^T^W$M^$7 ^—7,2. 70lt * 
[ 0 0 5 7 ] ^^I^t^^^^^^wbx^— S^-Ctt, 

y iF/ub - /<*2 8 o ±(07—9 y if/uh 
^28i ±.<om^T' 9ift\ ^s-efcntf, i/^^ 
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7y^JV2 3 0 icS^S^ix^o 

[ 0 0 5 8 ] B6 tt, affi^S^J^T- 9if*Wtt 
5^fAi/^?2 l 0 ^«^T*fo^o SeSMtt^T 
• 9if- ui/*92 l l li, SffiiSfr^o^n^^o 
W^«^T^^*SSH-5 0 Si **6«©T?tt* fli 

[ 00 5 9 ] — ote, PiF#ftHaS:ff*>*v^ <h Sr^-Tfc 

io &yg£P5 oit, * »if#j5!ya«86 o i ic^Tta, 

®^T- ^^iltfp- 9if{ T&g-O) asjg^$tu5 

[ 0 0 6 0 ] o — ott, ir-y -th^Sft^— K £ b 
^^nrv^^^fiffC tag-K) T*fc^> 0 ^1 CO^ if i&Z. 

20 iV5 0 

[ 0 0 6 1 ] mShm^T- $if* Ui/*?2 lift,* 

7?^^^^2 11-lt, ^— If^e— KT'COli^ 
T • ^^S:^-ra^-1fli-<T^^- U^^2 1 1 

v^ixa^ s aw$ixT, siT(o{umx^w^m^T9 if 

[ 0 0 6 2 ] El 7 «\ ^^r-T 3/ Va3 0 1 <Df¥#B#ffif 
-V y ^ ixT V ^ -fu if? \z.fcm& ^ 

^n^^ ^«^^-Tii-<r- ^^$ri&^-r^ffi^3 0 2 

-1 S:#f-So 9 if mm 0 2-1 cq*#£ 

^-rse^T-r— y/u^ji^h y $r-r>^^ 

[ 0 0 6 3 ] 1218 W\ 7^— ^ • ^r-V^ ^4 0 1 <Z?t¥#ffl 
^^^^-To r-^^-t^ ^>^4 0 1 tt, 1S*^7^ 

-^^7'>a7^y4 0 2 <DWm^m^& tt5 o 7^— 

50 TF-tm^T- i?if&&®?tz>ffi.%Z4 02-1 s-^-r^o 
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[ 0 0 6 4 ] 129 14, $!^&-%r%mU5 0 1 (DttMteffi 

f&mt *<Dmm:m-, ^'&^tm&5 o 1 ta-*§- 

[ 0065 1 -fo&Qtflriim&S 0 1 f4£-f\ ift^-V V 

[0066] r ©9i»aLK#Kj££T*giy ^y 

»4, 3?yKf-?- Ui>7?5 0 2|I^iv5 0 

0 2 _k<DRg-^fc£ *XTl ^ Z7°n fy J*y* — 9 K*tl, X~f 

[ 00 6 7 ] @10tt, Bf ^S^6 0 1 Of¥*B 

f4, 7°n ^7 a 1-4; o T &yg£ ftfc¥:Sct>;fS&-5 V M4Hg 

#><D?—$ o 4 * a»e> . 

[ 00 6 8 ] 7^— ^ Hf^-toSaS6 0 1 fit, x— 
■>*4 0ii* BE^WL *JJ; tm# i&WS#«:3£«-.5 . 

[ 00 6 9 ] flfcWtiLS*©'^ — *(4, *Mfo«*y 

/<7 ^-^iL T*Mfo< ^ey KSi^ttSL Utt". * 
fc, m-^-T ■ 9 #*'<y *-?bV -Ctt^T WS»7 0 

1 ic9*-^«©BE*mu5*s:ai-r. *WM*y kwh^ 

SS57 0 1 £07^— * $»4, 3 7>K7-? ■ l^v 7 ;* 
*6 0 1 tu5„ Bf-§-SI^6 0 2ft, a 

vyK "f—9 • l/y^^6 0 2 ±<£>x— * (C^Ltf- 



[ 0 0 7 0 ] — *#jX^S*<7)^7^ — ^14, «iS 

mm o i (c^-^ ^coK^tUL m-To =7-?*% 

10 ^r/W.-%m%$se 0 3 14, => -7 V K "f—9 • \siS*?6 

[ 0 0 7 1 ] 01 1 f4, ^Tl=SS|57 0 1 ©f«i 
JSWSt^T. li-<TWSgl57 0 1 (4, T-n-fe-y-y-- =T 
201t (D'O'f 0 2 i, #^#*aaKi55 

0 1 t©^V?7i-^7 0 3 t, x— 9 Bff-5§-#yig|36 
0 1 tO-fy^7i-^7 04i> iH^T- y—zfM 

lot, m^Tumm 20 1 **e>m&z 

20 [0072] @^r- "r—y/vi 1 o {4, ffi^wii^r 
oij'h y -7 1 1 ^^r-r^o -tn^nrott^vrtt, 

vfyj^mi 11-1 irx— i?gl7 11-2 kfrbmfo 

BB?'Jd»?> • y—zfjvi 10 CO-O^y? XX' 
*>5. «^r- 3 r—'?M 1 0 co»m4. WTT'lftBJ-r 

[ 00 7 3 ] ( 1 ) -7°oj/7AgiroK^tUU 

#^-m#^agB5 oit «^r*a«BJ7 oit offlx-tT 

50 3i ixS ^K— h ^7>i-^) If ^ttJU ^"CfoS 0 ^ 
■$rU^ttm&5 0 1 Ol/i>x^l;^i^7- 

[ 00 74 ] ( 2 ) 9*— ^«©R*WU 

"f—^^^/^'^mWo 0 1 i ®^7taSB7 01t 

[ 00 7 5 ] ( 3 ) li-<T(0«£^tUL 

7"Dt7t- 372 0 1i g^T^SgB? Olt Wfflt? 

nt>thz> W)rFv&><9 . m^rmm7 1 0 1 g^^ti^> 

[ 0 0 7 6 ] ( 4 ) g^<7K>fi£ 

«i-<T$ij^gi57 2 0 1 #-h zfr-r% m & 
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[0077] m^r^mm o 1 (om^r^m^ 2 0 

J4, n72 0 1 d«<OS*|:?Ev\ WE 

[ 00 7 8 ] ( 1 ) »fUV^j^<TOS« 

tbcD?"-? ^<T t-L TSfa^SWrfS iKRjiSfcS 0 
«^Tffi!lWSB7 2 0 J4, ^airi/-^- ^72 0 1^, 
^ISSt^ -fey ifO^BS^Pt^kb fc^n if 

^721 ^t&wsax, — m^T- ftffcm^r 
[0079] <&mm$^tm&7 2 2 n ^ w 

jM«4K7 24-1 ic«#rr5 0 7*-*«a£j*gB7 

^ff«7 2 4 -2 KtMfrfSo «^TfPJWfS7 2 0 (4. 
w tbfe ZoO®^i/^^7 2 4 [Z.&m$ tV5 t , g|-< 
T • <t—7M 1 0 <0«^T»^ii*Sif^lcS<5V^, 
«^T- ^/W 1 0 t«HS<D«^rS:afiH-5o 
[ 0 0 8 0 ] ( 2 ) &#C0|^T<OS&*ttlL 
S^7fiJ»7 2 0 (j;, yciiryi^- ^72 0 1 

5 0 e^r- -^—^7 1 o rau *oB!*ttib»m-«t 

ifeS*«^TS!lfflJ«fl57 2 0 <Dm^T • U^^7 2 4 
^-T5o ^TRt^aa57 2 5 t4, i$^7- 
^7 24 ±tc4&#ft£ itT^S SF^CKIfi^^n ^7 A«7 
2 4 -1 t ^—^^7 2 4 -2 t?r, -o(7)7^i: L 

7 20(1 Rt^bft-^T • 1/^7 2 6 Jb£>x— 9 Sr 

[ 00 8 1 ] ( 3 ) ffi^«^<T<B##i&* 

m^T$m$f>7 2 0 t4, ^nir^if - n7 20^?>, 

7 • 9if\tM^T- "T—^JVI 1 0 

LTfflU^ixSo @^TFt^agB7 2 5 f4, fflHHb 

«"<7- ^^7 2 6 1^7-^*, -fey i^CO®} 

S^<7- U^^7 2 4 tv5o i^77-^/V 
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71014, ^^St^^mcS^V^T, Uv^7 2 

4 ±togi-<T^stMi-o 

[ 0 0 8 2 ] *55W<D^ * n r/n My ifKM:, rtfflJtc 
tc N ^ey • -fy^7x-^i o 3 S:^LT7^ir 

flWfcasf«ra$*L-cv^>^ey ( fctxi^7Ai/^ 

#210, l/^?7r-f/^2 3 0 Tiif) r pfegajy 

70 ^y j t ^-s 0 rtflfu^ ^ty <D? ib. s e> i^r ixa**^ y 

ix^. • ^ ^ey ( fci ^L(i#^-v r^30i, x— ^ 
*irr>a4 0 1 fcif) TfeSi&^fcitt, r rt^^y 

[ 0 0 8 3 ] WTT\ rtub CO^ ^ey £^f H 1Wr^fi 

^cop^Btcov^ifi^o ^^y raoteaiictt, te^Tc 

20 rtgM ^ey ^ey — . (ii) rtffly *y ^» 

^ ^ey — , (iii)^^ ^ey ^-y <i V >^ 

^y a>e>*Mfiy ^y ^4 o^fc5 0 

[ 0 0 8 4 ] Sfc, RI SCSO^ 

[ 00 8 5 ] ( 1 ) ^"n-fes/l^. 3720 1 

y -^2 2 0 tCcfc<5 * y ^(Olg^C 6 x 

m^T<D?ifX*h& 0 

[ 0 0 8 6 ] ( 2 ) iry ih- 3720 1 ^^- 
T^ir^£l$2 6 0 T*u— K^fo5V>f4^h T^fi-'M 

:cot#^M^7' *^f4. ssEHfT^^iea 

V^Tt4, ftfT'fc^o 

[ 008 7 ] ( 3 ) ^nir^-^. ^720 1 OStWftaa 

gtff «S2 5 o -c^asufT* a 

tt, ^7^77^^2 3 0 ±(7)1/ v^^ * IB]<Z>X— * te 
50 [ 00 8 8 ] 2MI«3B*IC*5V^T, 8I«"r-<#^ 
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mm. wmmK/mz. 5 0 >v • 

W£&2 5 2 ^*!) ■ T^ir^^52 6 0 ©f- *$S£ 
^^*J^i52 6 2 , *SiO^-HffSlJ^2 2 3 firfc^ 

[0089] 7*— *<e@*k:#5 ?<yw&<Dmmt^xm 

-Ct>J:v\ 7*— *<e»cf*v\ ^ffctiliBlt 

[ 00 90 ] ( 1 ) rtgfc* -ty PbIcox— ^te^T'fco 
T , ilS&TE^ftgl^-Y y T*fo5 £ * (Cfit, ?*— * * 

^H"*. 7*^ fit**)* Ste^ax, i|E&3fcfcfii, =f- 

[0091] ( 2 ) ^-y mco'r-f mm-ch^ 

[ 00 9 2 ] ( 3 ) fig|S> ^ey ^ey — w^— 

r 7^-^fit, 7 f -^^^*ft&f5«^<7'©« 

rtinw *y *»e> *wiy ^y &ei£-t-si§^fii, 
s-f, 7*—* pf #*aa»6 o i tfT 8 :— ^^^asjt^fs 

[ 00 9 3 ] ( 4 ) fl-as;* ^ey rtg|5^ ^ey ^ro-r— 
rcoi:#, "r—i? fit, teit^^^m^-r-S^TcT?^ 

Sg&5 0 1 ^g*LT, "jE^^^^-TS^r© 
yT^WT'fii, ^-^Bf-^MSa56 0 1 SrSSLT, £ 

[ 0094 ] ( 5 ) *Mtw ^ey ffl«r-i? legtett, * 
3SH081IB»:A2-fcy-mH-£L*v\ fcT, 4MB** 

[ 00 9 5 ] JSktc, z.<D£5 fc«SMM«:/flv\fc«Ba© 
0>JtLT, ^^L-— tV ~>;*7\i»( OS) OS* 
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2-14 Sr#IBL-CtMi1-a. HffiE©iffiU , #l<t Ltffl 
V profit, MIPS ltechrx5logiestt(^R3000^7'n-fe2/-y-T 

fo5o 

[ 00 96 ] Mti*#«i: UT, ^fy 7°S 1 2 0 llof 
-TJ; 5 BlHHfc£ tLfc7"n ^7 A program-l^J-— +F 

tztb<D-7a ify A^progkey-li: , ~ 091S®8$ 
ftjtx— * gidatakey-lt ®-<Ti L 
70 ^T- 7-—ZftVl 1 0 lCf£^£ ttTV^o rci^r?: 

1 0 0 9 7 ] rrt*, ^MB3A»e> ©«t» 3M4f4ra*i: L 
$ *l5 0 t's 1 2 0 5 {c^-Ti 5 ^ -t~ y -y- 

■M^t— K t ^ ^ffico^O fxiaot^ ^7^5/ 1 

2 0 7 OS (D—^X^WVVm;^—^ 

7^si 20 9 tc^-t-iv s*^-— y-*- •=&— K tc-ai 

[ 0 0 9 8 ] IHl 3 (i v 1 2 0 7 <D 

WWi^'ry^^-to Sf. ^fyT'SUOl td^ 

f^, ^.^^ -t°s 1 3 0 3 x\ mstuit^&m^-T^ ? (t 
-^^77^^2 3 0 jc^ai-r (gt#oi^<T Steffi 

L^)„ l/^^77-f^2 3 0 IwSg^fcHLfc 

U^T 7^-^ fi x O S <T>=f—9 X'fo Z> tz ft s tag-R45# 
iD^nTV5 0 ^7"y 7°S 1 3 0 5 T\ ^^Tt^— ^S- 

^^ey i^teSH-S. jtroSHttwJsvv-c, os^ 

-ftf)3yr*xh (su^^^r^^ 3 0 w^tcii 
i»Snfc«s. ^<oii3a5fe^7 J -^=¥rs'->3. Ji( rtgB* 

^ey ) T*fe5/5s ^p<^y tefc-esMLfawa, f*— 

V ^7 ffi^*^ fi, l/-^77-fM 3 0 75>£> <D=H/T 
3r*b COiSgfi^TLTV^o tLT, 7°S 1 3 

0 7 -CfJv ji^ftiS^II^So 
50 [ 0 0 9 9 ] Ell 4 fit, fiSJ^S/U— 7^>/iS^TLfc^ 
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tLT^ ^-H *^n— K-T-So ^y-y^S 1 4 0 3 T\ 

l 0 [z&MTZ (HE#(0^<T®tji^.^) 0 
^f->7'S1 405T\ y -=e!J (CiijgLTfcofca^X 
df-^h §rU^^7r'l'>'W2 3 0 \Z.'iM&£lt2> a ^<Dt 

9 9*k\s Tf*tag-l?rmS-r5 . $ "b t-, :7°S 1 70 

4 0 7 T\ iMfffil^-^^ fc, ffi'Jf-r57°a ^7 A 
* £ Ofitt s H^gt-^T • 9 9* (tag-1) t &m?rt 

s„ smtCs ^^2/7"s 1 4 0 9 1% wswliim& wp 

rtT\ a^^httMW^T-J-a. r 

[0100]=" lsT*t*V (D&ftb '&M<Dm\Z. tag-1 

&wx& ^—9 fc&mz tvcv ^ri «s 
rorta^t stoats. *1\ m&cDftmzkfr 20 

SMW:45fi«V\ — tag-l *iS ^"o ^9 

* i/^it(4tag-lT-fo>5 , ^^D7*a -fey -tM^a5CD^ 

tz.f-9 AK W9 ^^(cj; o -C^MBW ^y — t 

Bf-iHteixSo r cox— ^ gl(4s 7°t3 iry -^»S^r^r 
»4rtJ5cb^»5r4:»4^pIffiTfc5 0 Sit, a^v* 30 
*X h mMtiftUL 9 9'tt% a — K ^T-r-^ SrSi*) 

M^tctiK ro^^iios©l»^7- *;/tf4M& 
Z??ti:<DX\ OS 7&^OT^-fe^ttff5r$tviv> 0 i£ 

os &$r<Dm&m&, w^t^—*?^^** 

V (Dm^T • 9 9~X*>Z> tag-HC-ft? frz_tit L Tt s 
CI <£>t £ (4s OS tci: o d t Ot'# #V j/y 

[oioiiroijc, ^o^j^mtf—^mtm 

-rs ^7 -fci>p> t> , safrr-^ &mm.-tz> r t a* 
[0102] <gg2 %t&e?f£>Bii 5 *&w<DWi2 

^-^8 1 0 Ml ^Jfeff^i-fc^T 

14. — OiD^n — O©^-* lit ^ 1 *t 

[0103] -v/i^^^^^TTiis WiCl>b o<ot* 50 
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(7^7Ai I4t>t O-C'fcS^s UtT^S^Hfcx 

[0104] irt'S2 ^iS^T*(4s ^n^7A@© 
-fyfy^^t 7 s — * yfy ^^-t Sr^T (CL T 

[ 0 1 0 5 ] mi 5 14s 3S2 *Jfe^ffiK)@-iT- -r — ^ 
/U8 1 0 ©«fig^JSr^-r„ ^<T- 7"— ^/U8 1 0 J4s 

0 i T'«^tl^,„ 

[0106] ^—^8 2 0 (4s T'o^Aii 7*— 

^ sit mm^>- h y l /cgaw^ tts . - 
il^r^ffiT"— 7Vu8 3 o (4s m-<T&mt>-?h co 

T*(4fo5^s m<V'<T*W.m&%M-Z><nX\*.t£< s 7°n 
^7A«TO^VT7^^8 3 1 -li, 7=—^ ^<7M > 
^^^•8 3 1 -2 d»e>#WKF;ix5. lilbO^yry 

A Ki J: -a X m?f& tvb WKSffib7—9 1 * ftfe-tz r 
t iS^riBJC**. 7t£x.(4\ Ell 4 £O^JT-(4s -fyry 
^^.Srffl^Ts 7"P ^7 A®#3 fS^te Jttl^i: 7" 
a A (COV ^s x-^ ®#4 T«HHfc/(itfHfc& H 
S 7=-^ t s 7^-^ tt# 5 X'^it/m^tZ tVb r- 

[0107] glT"— T'/US 2 0 OKi^(4s ^coBt^-tUL 

[ 0 1 0 8 ] ( 1 ) ioR^fflL 

/^7^ — # k^X5-z.btlZ)'{^7*y?X{z3:r) 
^V5@fcn>h y ii7^— -7*^8 2 0 d^Si?) 

[0109] ( 2 ) gtW*#^ 

S-fs ttfflSixTV^VHBaoh y ^— ofd9 ^T5c 

•^rcDii^^hy (Cs ^<7>-^tb-c^btus*iiit 
( T-n^^Ait^fctiT'-^fi) zmi-tZo m<o mx 
fcftc k y * wj&f 5 -r 9 * * ta^-r^ . 

[0110] il^T • 7^— ^8 1 0 (DWiVfVt. ISl H 

sg^fliT-jzfi^fciiT"-^? 1 0 ©»f££ a£*wicisit 

T-fe5„ fcfc'L , g$-<T- ^8 1 0 14s lix— y 
^8 20i Si^T^JS-r— ^/U8 3 0 t (c^fij^ HTV> 

fiicO^iiJLs ##5Z^.COP^B(COV^T 
(4s i^oj;? (c/£S 0 

[0111] ( 1 ) -fa?? M.mfOU&m^ 

G&WHismM ^7i-^7 0 3i ^ 

h Sr^H-5WKfctlil,tW^T?*)5. #^—^8 30® 
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<D<0"?y 9 **m^Xm?r— 2 0 (DMmZt-tliL 

[0112] ( 2 ) -x-^i^T^thlL 

'fy7^S'ffl^t»f-y/l'8 2 0 (DWBiZ>-liiLWii¥ 

«rf¥fcv\ tttfrt-S. 

[0113] ( 3 ) «^T©WE*WU 

tt^fflflKB? 2 0 ir ft5 tf-h *ft-TZ> K&H 10 

LSfef^TfcS. #Ra-r— 7*/U8 3 0 (DjZs'ry 9 

iCi fj *L5 ^TCD7°n i/v A^t ^— 9 m<DWJj 

<D^>y : y9^m^X. Zf^funm&mrr—^/^S 

2 0 frh B?^ttib , tvk.2 mmz W*i-5 = 

[0114] ( 4 ) «^T©#t5&^ 

«"<T*!l»aiS7 20 i: SSK$ *vS stf-h Sr^-fa ## & 

git ^— -tn-enfi^— y/U8 2 0 
7fWfr&Br—-?'M 2 0 fC^&^r^o LT#ib 
tL5«^>h y ©^'yfs'^^S:, ^HSt 1 — 3 0 20 

^ Ait^r >-xs/ 9*t f—9 ii-r > v=v 9^\z. 

[0115] li-^T- 7 1 — 1 0 tt, ^<TfBiJ$)g|5 

720 frbnxfftKWiip&iBmr&<4>'*-7=.—x$:m 

BEflWJtt'*?'©**!**, ©3 o©»ftsH\ mi M 

[0116] fcysru , ^2 wmmx^ — oco^n -t 

^T- X— ^VU8 lOt ^<TSUffllfl57 2 0 (C, ^1 H 

[0117] £1\ ®^<t- ^Vw8 i o trigjD-rs 

[0118] fmtn&Zi&l- 

m^rmmm 20 1 ssBte *4W-* a 

^-SMTCfcoT, ^7^-?iLT, ^n^^^V 
1 fy9^b. =r-?mt , S^<T- ^i/*Sft^5o * 
1\ *S££r. ^/U8 2 0 j£«^g>f£T\ 

y * * t l xm&r^m^TOj-yu 9? j*m<~ >?y 9 

^8 3 1 -li ^gM>7^ ^8 3 1-2 co-ttt 
[0119] j5c^ x «^T©Jt9SB7 2 0 td^TcO^S: 

iiao-t-a. 

[0120] *£rbv^r— 

7"nt 7 f. =7201 t5^«, v^— ^^^-r-ST 0 

n-t^sr»^rssfi ©»^7" mfzics&t so 
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m-tZT^m&mi <nm^T- ^wny^tt- 

[0121] Si\ JKi CQ^T- 99~*4ls*r'j9>\ 
iLt, ®x-^yU8 2 0 ®«^T©BE*ttlUlftf^SrfT 

v\ @-<rSr@^r- u^**7 2 4 (cg?^.(±j-r 0 

[0122] ^TBt-S|-fcyggiS7 2 5 fi, Hf-^t^T 

^<T- Uiy^97 2 4 (Dy^o^y J*j&7 2 4 -1 £r/fl 
VT^-^tL, ^^^Srfi^T- 2 4 

-^®7 2 4 -2 icmfrfZo 

[0123] m^T$m&&7-2 o mi (om^r- 9 

t , li^T- Uvf^^7 2 4 COx— 9^7 2 4 -2 t 
S:, e^7f-^8 l 0 or- ^li##)i^-^Srffl 

[0124] r ro»mcj;?> . &mL1z? l ~-9 
[0125] mv^^ixl^ *»ro»^TS:. 7^9 

[0126] Jd&©5*— *«»ftj*fft4, 

5> V ^iftl<D?—9 mx-Vt^rikl. tz.^f—9 1 L T-^-xS i: 

<to*1tL9ji>— 7fcXte?d:< s ffl<Dm&hb\^tz9';i'~- 
t£ K> , 9y J*. fflX-mt: t^jfttcMfflT- 

[ o 1 2 7 ] mi mmmm^^^x. ?-9^miexxf 
rsii^fco m2 nffimmict&^xfc, m?£Z>m^r- 9 

9X$>o Xh , (Dy°a ±X &±J$X, tcm^TXfofo 
If, 9 f -^«SIH^«f^Srfl^r-t-S't>©i:-rs. "t^ 

t>*3. T-9mxk^%m^f&&%im*m^ mi m 
ffi&mx<Dm^T- 9 9<r>m.^z<r>^,<D\zM^ znm^ 

* t f~9 mA >fy 9 0k^\m^m^ ^ „ 
[onsisi mmMmx-m^ti, ar^—y-y ^ 

i 0 1 2 9 ] mi ax xm2 nmmz. 1 1 
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a>y9 <D7u ±y *±^<^4*S!W*EiKr*^ 0>"ett 
[0130] 

ffitJifekteZo Lfc^oT. ftfe^-if- /p^aiz) 

[0131] *«MfcJ:tL«, ^"o-fej/^fctS 

■fey *l*iSW>7*— * tf«IDi-S r t tci 9 , t%S*Z>*t«& 

[ hi ] *mw<omi mmmiz.»z>-*sf**7u*y 
[ 02 ] ^m<om^ti:vm7n^(oo -tWS: 
[ E3 ] ^mn<om^Wi:^my ^ -coo 

[ 04 ] 01 (-^i~^uir^i^. ^7«»fc5 0 

[ 05 ] 04 tC^-t-^^a^^f¥^B0T*fc-5 o 

[ 06 ] 04 (C^V^x^l/^^cop^0T'fo^> o 

[ 07 ] 01 C/^t^^-Y 7 ^it'foS o 

[ 08 ] 01 i:^tf-^^t7 V'a.COET'CfcSo 
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70 



20 



30 



[ 09 ] 01 ic^A^BiF^Bassoig-cfcs. 

[ 01 0 ] 01 (I/TtT-^ Rf-^/ffi^^(7)0T'fc 

<5 o 

[ 01 1 ] 01 ic^-rs^<r^s^0T*fo5o 

[ 01 2 ] *&W<D^>(?KZfv^y^\Ztert%mO ii 

[ 01 3 ] 01 2 <z>m.&ys/w- j-xDmm&TF-tmx* 
[ 01 4 ] 01 2 ^yf^h mm^^y -^cowm* 

[ 01 5 ] #&9i<D8i2 *»»la^£®-<T- v- — 
^WCO0T*fo5 o 

10 1 W ^ n^oiry * 

• 7r^M S?2 cDfEtiffi^) 
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